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1 Introduction

1.1 Purpose of the Document

This document is the specification of an open-source implementation of an authentication Web service as defined in the framework of the HMA GSCDA activities and more in particular the specification OGC 07-118.

This authentication Web service can be used in conjunction with an authorization service controlling access to other HMA services such as these defined in the specifications OGC 06-131, OGC 06-141, OGC 07-018 and OGC 07-038.

This document is a deliverable of WP3400 "Identity and Access Management" of the HMA-T project. 
1.2 Scope of the Document

This document provides the software requirements of HMA-T Authentication Service. It covers the authentication functions of the Identity Management Reference Prototype. The other functions of the Identity Management Reference Prototype (policy enforcement) are covered in the Toolbox Software Requirement document (HMAT-SRD-1200-INT). 
1.3 Readership of the Document

The intended readership of this document are organisations interested in deploying or testing an authentication service as defined by the HMA Architecture Working Group.
1.4 Organisation of the Document

This document is organised as follows:

· Introduction : purpose, scope, readership, organisation of the document
· Software Overview : role and context of the specified software component
· Software Requirements : list of requirements that the software component shall comply with 
1.5 Applicable Documents
The following documents are applicable to the project. In the body of the text these documents are referenced as listed here below.

[AD1]
European Cooperation for Space Standardization, Space engineering Software
ECSS-E-ST-40C
06/03/2009
[AD2]
HMA-T – 2 proposal
HMA-T-2-MNG-PROP-136-08-SPPI
1.0 – 14/04/2008

[AD3]
Web Services Security: SOAP Message Security 1.1 (WS-Security 2004)
OASIS Standard Specification
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
1.1 – 01/02/2006

[AD4]
Web Services Security: SAML Token Profile 1.1
OASIS Standard Specification
http://www.oasis-open.org/committees/download.php/16768/wss-v1.1-spec-os-SAMLTokenProfile.pdf
1.1 – 01/02/2006

1.6 Reference Documents

The following documents provide background reference. In the body of the text these documents are referenced as listed here below.

[RD1]
User Management Interface for Earth Observation Services
OGC 07-118r1
0.0.4 – 30/06/2009
[RD2]
HMA-I User Management High Level Requirements
HMA-RS-SPB-EN-002
1.2 –08/02/2007

[RD3]
Toolbox Software Requirement Document (Security Layer)
HMAT-SRD-1200-INT
1.2 –07/07/2009

1.7 Conventions

None
1.8 Glossary

Authentication

To confirm a system entity’s asserted principal identity with a specified, or understood, level of confidence.

Circle of Trust

A federation of service providers and identity providers within which service providers accept the authentication asserted by the identity provider.

1.9 Abbreviations and Acronyms

	DAIL
	Data Access Integration Layer

	GSCDA
	GMES Space Component Data Access

	HMA
	Heterogeneous Mission Accessibility

	IdP
	Identity Provider

	PEP
	Policy Enforcement Point

	SAML
	Security Assertion Markup Language

	SOAP
	Simple Object Access Protocol

	XML
	eXtensible Markup Language

	
	


2 Software Overview
2.1 Function and Purpose
The authentication service verifies that a user is known in the HMA system and whether he is who he says he is (see [RD2]). If it succeeds, the authentication service delivers a SAML token, which formally asserts that the user is authenticated and that he has a given set of attributes.

The aim of the delivered SAML token is then to be inserted in the requests sent to service providers of HMA, which are authorized mission ground segments, as well as the DAIL server that federates them. Based on the SAML token, these service providers can then enforce specific policies to authorize or not the processing of the requests (see 2.3).

Since the SAML token certifies the user identity and conveys its attributes, it is a very sensitive piece of data within the system. Any malicious person that can build a SAML token or modify an existing SAML token can usurp the identity of a user and can be granted accesses to services that should normally be inaccessible to him. For this reason, the authentication service has also the responsibility to encrypt and to sign the SAML token, as well as tagging it with a limited validity period.
2.2 Environmental Considerations

Although the authentication service which is the subject of this specification was defined in [RD1] and is one of the interfaces supported by the GMES Space Component Data Access and in particular the EO-DAIL (Data Access Integration Layer), it can also be used in completely other contexts as it is application neutral.
2.3 Relation to other systems

The authentication service works in the context of a circle of trust, defined in the context of the HMA environment. The circle of trust is, by definition, a federation of service providers and identity providers within which service providers accept the authentication asserted by the identity provider. 
This concept is materialized through Policy Enforcement Points (PEP) that reside on each HMA service provider, which are mission ground segments and the federating DAIL server. Each PEP will enforce specific access policy by evaluating rules that will either authorize or refuse the processing of request (see [RD2], [RD3]).

The following diagram, taken from [RD2], shows the scope of authentication service, running on an identity server, in the HMA environment.
[image: image3.emf][image: image2.emf]
             Supported Role

1 Figure : Infrastructure high-level diagram

3 Software Requirements

3.1 Overview

The left cell of requirement qualification contains:

· Requirement identification is built e.g. on subsystem, type (Functional ‘FC’, Performances ‘PF’, Interface ‘IF’, Operational ‘OP’, Resource ‘RE’, Verification ‘VE’, Acceptance Testing ‘AT’, Documentation ‘DO’, Security ‘SE’, Portability ‘PO’, Quality ‘PA’, Reliability and Availability ‘RA’, Maintainability ‘MA’, Safety ‘SA’, Configuration ‘CO’, Development ‘DV’) and ordering number (e.g. section - number).

· Possible requirement verification methods are: T (Testing), I (Code Inspection), D (Documentation Review).

The right cell of requirement qualification contains:

· Source requirement identifiers are listed on lines created by ‘Manual Line Breaks’.

3.2 Functional Requirements

	HMAT-IMS-FC-010

T
	


The Authentication Service shall provide a user authentication operation.
	HMAT-IMS-FC-020

T
	


The user authentication operation shall have two string arguments: a user id and a password.
	HMAT-IMS-FC-030

T
	


Any call to user authentication operation shall return a SAML token asserting the authentication of the user if and only if the given user id matches the given password in the user registry. 

Note that the standard format required for SAML token is specified in the Interface requirements section.

	HMAT-IMS-FC-040

T
	


The SAML token returned by the user authentication operation shall contain
- one authentication statement,
- several attribute statements giving specific attribute's values of the authenticated user retrieved from the user registry. 

The verification of user-id/password matching is based on data present a user registry, which is specified in the data definition and database requirements section.

The list of attributes put in the SAML token is configurable; this is specified in the software configuration and delivery requirements section. The sets of attributes shall be defined under the agreement of all members of the Circle of Trust defined for the HMA system.
	HMAT-IMS-FC-050

T
	


The SAML token returned by the user authentication operation shall specify a validity period that includes the current time.

The precise actual validity period shall be derived by configurable parameters that are specified in the software configuration and delivery requirements section.
	HMAT-IMS-FC-060

T
	


Any call to user authentication operation, if given user id is unknown or if it does not match the given password, shall return an object identifiable as an authentication failure. 

The returned object could be for example a null reference, an integer with a return code, an exception trace.

3.3 Interface Requirements

	HMAT-IMS-IF-010

T
	


The Authentication Service shall be accessible as a Web service.
	HMAT-IMS-IF-020

I
	


The Authentication Service shall use SOAP message over HTTPS.
This requirement for HTTPS is required due to the fact that the user id / password required by the authentication operation are "in-clear". HTTPS assure confidentiality of these data through encryption.
	HMAT-IMS-IF-030

T
	


The Authentication Service shall use OASIS SAML 1.1 (see [AD4]) for the SAML token it builds up.
	HMAT-IMS-IF-040

T
	


The Authentication Service should comply with OGC 07-118 "User Management Interfaces for Earth Observation Services" [RD1].
At the time of writing, OGC 07-118 is a "Draft Candidate Implementation Specification", in version 0.04. As such it is not (yet) an OGC standard. However, the interface is expected to follow the OGC ICD as closely as possible.
	HMAT-IMS-IF-050

T
	


The SAML token shall be digitally signed using the SHA-1 algorithm to digest the token content and using RSA algorithm, with the private key of the Authentication Service, to encrypt the digest value. 
	HMAT-IMS-IF-055

T
	


The certificate containing the public key of the Authentication Service shall be included in the signature of the SAML token. 
The receiver of the SAML token is then able to verify signature without having to retrieve a public key from a keystore.

	HMAT-IMS-IF-060

T
	


The SAML token shall be encrypted using the RSA algorithm. The symmetric key algorithm AES-128 may be used, provided that the symmetric key is itself encrypted with RSA algorithm.

RSA algorithm is renowned for being most secured than AES-128. However, RSA is rather time-consuming compared to symmetric key algorithms, and the inefficiency grows with the size of data to encrypt. For this reason, it is acceptable, as a trade-off, to encrypt the token content through the faster AES-128 and to limit the size of the data encrypted by RSA to the symmetric key, which is far shorter than the full token.
	HMAT-IMS-IF-070

T
	


The RSA encryption of SAML token shall use the public key of the entity running Policy Enforcement Point that is supposed to decrypt the token. 
The targeted Policy Enforcement Point will then be able to decrypt the token using its private key.

3.4 Operational Requirements

This section is intentionally left empty.
3.5 Design Requirements

	HMAT-IMS-DS-010

T
	


The Authentication Service shall use a persistent user registry to authenticate users and retrieve their attributes.
	HMAT-IMS-DS-020

I
	


The user registry used by Authentication Service shall be a LDAP v3 directory.

	HMAT-IMS-DS-030

T / I
	


The Authentication Service shall perform encryption and digital signature procedures in compliance with OASIS WS-Security 1.1.

	HMAT-IMS-DS-040

I / D
	


The Authentication Service shall be developed as an open-source project. All components of the development shall be open-source.

Recommendations:

- For LDAP engine, OpenLDAP is recommended.

- For generation of SAML token, OpenSAML2 is recommended.
- For encryption and signature, Apache XML Security is recommended.

3.6 Security and Privacy Requirements

	HMAT-IMS-SE-010

I
	


Passwords shall not be stored as plain text in the user registry.
	HMAT-IMS-SE-020

I
	


Access to user registry in read or write mode shall be protected by a password known only by the security responsible.

	HMAT-IMS-SE-030

T / I
	


The SAML token delivered by the Authentication Service shall be encrypted. It shall be decipherable only by the Public Enforcement Points.

This requirement is verified by ensuring that the private key of the Public Enforcement Point running on any entity in the circle of trust of HMA is not communicated to any other entity.

It is important to state that the requirement tells in particular that the client issuing the authentication request to the Authentication Service is not able to decipher the SAML token it receives. It is just supposed to include it "as-is" for authorisation requests directed to the federated entity, where the PEP can handle the token.

	HMAT-IMS-SE-040

T
	


The SAML token delivered by the Authentication Service shall be digitally signed with a private key.

The PEP is supposed to verify the signature of the incoming SAML token. Digital signature verification is important to assure that the SAML tokens have not been tampered with. This is not guaranteed by the encryption/decryption.

	HMAT-IMS-SE-050

I
	


The private key of the Authentication Service shall be stored in a local keystore, protected by password known only by the security responsible. The keystore file shall be accessible in read/write mode only to the security responsible. 
A JKS keystore may be created and managed by using the "keytool" management utility from JDK 1.5. 

	HMAT-IMS-SE-060

D
	


The private key of the Authentication Service shall not be communicated to any other entity. 

The private key of the Authentication Service is used to sign the delivered SAML token. The previous two requirements enforce that no unauthorized entity is able to compute a valid signature.

3.7 Portability Requirements

This section is intentionally left empty.

3.8 Software configuration and delivery requirements

	HMAT-IMS-CO-010

T
	


The access parameters for user registry shall be configurable in a file.

For LDAP registry, this includes URL, principal, password, search context. Since password is a sensitive data, the configuration file should be accessible only to security responsible (see security requirements).
	HMAT-IMS-CO-020

T
	


The access parameters for the keystore shall be configurable in a file.

For JKS keysore, this includes file path, password, key alias and key password. Since passwords are sensitive data, the configuration file should be accessible only to security responsible (see security requirements).

	HMAT-IMS-CO-030

T
	


The list of attributes put in the SAML token's assertions shall be configurable in a file. Each entry in the list shall associate an attribute name of the LDAP user registry with the attribute name that has to be used in the SAML token.

The sets of attributes to put in the SAML token shall be defined under the agreement of all members of the Circle of Trust defined for the HMA system. This set of attributes shall be defined by respecting two groups of constraints:

- there shall be enough attributes to allow the different PEP protecting HMA's services to implement their specific access policies;

- the list of selected attributes shall comply with the privacy policies of all the parties in the circle of trust.
3.9 Other Requirements
This section is intentionally left empty.
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