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1 Introduction

11 Purpose
This Operational Concept Document is a deliverable of the HMA-SE Project.

The HMA-SE Projectds aim is to provide the F
platform for further prototyping and proof of concept i a set of functionality built
and deployed upon the DAIL-SSE Infrastructure.

The Project has three main parts matching the three tasks defined in the HMA-
SE SOW [HMA-SE-SOW]:

1 Creation of a gateway allowing users to make use of third party clients
(GeoPortal, eoPortal, a FedEO client) to access scientific data from a
variety of service providers using:

o HMA supported standards;
o Opensearch, as developed within the HMA-S project;
o Other standards supported by the existing FedEO Gateway.

This gateway will expose HMA Catalogue, HMA Ordering, Opensearch and
CWIC endpoints, particularly from European missions, to third party clients.

i Task 4 aims to integrate feasibility analysis, catalogue and ordering
services developed as part of the DREAM project into the SSE Portal.

9 Integration of parts of the HMA-S Testbed (Task 5) within the SSE Portal,
supporting service providers in their development of services which support
the standards defined within the framework of the HMA AWG. This will
include:
o example clients which Service Developers can connect to their
services;
o example servers which Client Developers can connect to in order to
test the behaviour and interoperability of their client software;
o a set of CTL tests which Service Developers can use to verify their
servicebds compliance with the standar

1.2 Scope

This document identifies the high level user requirements and constraints, but
does not discuss the implementation. The SSE Portal updates are treated as a
black box based on the existing DAIL/SSE Infrastructure and the FedEO
Gateway, communicating with other systems via the HMA standards.

Existing DAIL/SSE scenarios (e.g. user registration, service registration) are
not included in this document except where significantly modified by the task
definition.

Detail of the individual standards (e.g. to the message level) is left to the
relevant standards document, except where it is necessary to describe the
operational concept.
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1.3 Document Structure

This document contains the following sections:

f

)l

Section 1, (this section) - introduces the document outlining the scope,
applicable and reference documents, and the glossary of terms used within
the document;

Section 2 introduces the background to the operational concept;

Section 3 introduces the high level operational concept;

Section 4 describes the Scientific Data Access Operational Concept.
Section 5 describes the Feasibility Analysis Operational Concept.

Section 6 describes the HMA Prototyping Operational Concept.

Section 7 describes the Operational Scenarios which realise the Operational
Concepts.

Appendix A lists a set of reference documents, which inform the definitions
used in the Glossary of Terms.

Appendix B lists the set of outstanding TBC and TBD.

1.4 Document Status

This document has been produced for the HMA-SE Final Presentation.

This document will be an input to the FedEO-FO Project, where it will be
revised to describe the FedEO Operational Concept.

15 Terminology

Within this document we introduce the concept of a HMA-SE Platform.

The Platform consists of:

)l

)l

A FedEO Gateway, which provides a brokering service. Systems can
connect to the FedEO Gateway using various protocols, and through the
FedEO Gateway access EO services made available from various
European EO Data Providers. This is discussed in Section 4.

The SSE Portal, which provides a human-friendly client to the Gateway. A
user can access a web interface and use this to access the services
brokered by the Gateway. It is based on the existing SSE Portal, with
additional clients added by the HMA-SE project which connect to the
FedEO Gateway.

A FedEO Testbed, which provides functionality to support service
providers in their use of standards. This includes:
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o0 A downloadable version of the Portal and Gateway which service
providers can instantiate locally, and connect to their services. This
may be referred to as a FedEO In A Box, indicating that it contains
the Portal, Gateway and any other FedEO components within one
self-contained virtual machine instance.

o Conformance Tests and Documentation which support the
validation of supported services.

This is discussed in Section 6.

1.6 Applicable Documents

The following table lists the Applicable Documents that have a direct impact on
the contents of this document.

Acronym

Title

Reference

Version / Date

PDGS Evolution Frame Applicable Documents

[PROJECT_ EO PDGS Infrastructure Evolution PGSI-GSEG-EOPG- 11
EXECUTION] 2011-2016 - Statement of Work SW-10-0005 17™ Jan 2011
Modified by:
Addendum to Main Statement of
Work for Contract
4000104774/11/1-LG PGSI-GSEG-EOPG- 10
SW-12-0002 31% May 2012
[NetSec] ESA Earth Observation GMGT-SENE-EOPG- 1.2
Programme Implementation of the PD-10-0004
EO Network Security Policy
Network and ICT Security GMGT-SENE-EOPG- 11
Requirements for the EO PDGS RS-09-0002
EO PDGS data categorization GMGT-SENE-EOPG- 1.0
guidelines and security rules TN-10-0006
EO PDGS user classification GMGT-SENE-EOPG- 1.0
TN-10-0007
[FB] Requirements Document For PGSI-GSOP-EOPG- 1.1
Generic PDGS Elements & RD-07-0051 4™ Jun 2008
Services (Functional
Baseline)
[TB] EOP-G Technical Baseline OSME-OPMT-EOPG- Version 1.2
TN-10-0001
Project Specific Applicable Documents (ESA)
[HMA-SE- HMA for Science Evolution SOW LTDP-GSEG-EOPG- 1.0
SOW] SW-12-0011 11-09-2012
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Acronym Title Reference Version / Date

[RSS_CMP] RSS Change Management Plan OSMV-OPMT-LOGI- 1.2
PR-11-0699 17-08-2011

Frame Applicable Documents

[IMP] Interface Management Plan PDGS-EVOL-LOGI- 2.0
PR-12-0003

[SPAP] Software Product Assurance Plan PDGS-EVOL-LOGI-PL- 2.0
12-0004

Project Applicable Documents

[SDRP] HMA-SE Software Development PDGS-HMASE-PL- 1.0

and Review Plan CGI-13-0260
Table 1-1: Applicable Documents
Acronym Title Reference Issue

PDGS Evolution Frame Applicable Standards

Software Product Assurance
(applicable as per tailoring)

[E40] Space Engineering, Software ECSS-E-ST-40C 6™ March 2009
(applicable as per tailoring)
[Q80] Space Product Assurance, ECSS-Q-ST-80C 6™ March 2009

Table 1-2: Applicable Standards
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1.7 Reference Documents

Acronym Title

Reference

Version / Date

PDGS Evolutions Frame Reference Documentation

[GLOSSARY] Multi Mission PDGS Glossary PGSI-GSOP-EOPG-LI- 1.2
09-00050 29-07-2009
[MM-SSS] Generic Scenario Software PGSI-GSEG-EOPG- 1.2
System Specification RS-12-0030 04-07-2013
[MM-EES] Generic End to End Scenarios PGSI-GSEG-EOPG- 2.1
DD-11-0007 24-05-2013
PDGS Evolutions Framework Documentation
[MM-ADD] Multi Mission PDGS Architectural PGSI-GSEG-EOPG- 2.4
Design Document AD-11-0010 27-06-2014
[MM-ICD] Multi Mission PDGS Interface PGSI-GSEG-EOPG-IC- 2.4
Control Document 11-0011 27-06-2014
[ACRONYMS] Acronyms & Abbreviations PDGS-EVOL-LOGI-PR- 1.0
11-0007
Project Documents
[TN_SSI] HMA-SE Technical Note Science HMASE-SPB-D3200.3 1.2
Services Integration 07-03-2014
[TN_CLIENT] FedEO Client Partner Guide HMASE-SPB-D3200.4 1.0
Project Specific Reference Documents
[RDO1] P.G. Marchetti, 7 October 2008
Observation Missions:
Opportunities and Issues in
Ground Segment Interfaces
Har moni sati ono
[RDO2] fiHet er o gMisRiE® U S ISBN 978-92-9221-883- April 2012
Accessibility (HMA), Design 6,
Methodology, Architecture and http://esamultimedia.es
Use of Geospatial Standards for a.int/multimedia/publicat
the Ground Segment Support of ions/TM-21/TM-21.pdf
Earth Observati on
European Space Agency, ESA
T™M-21
[OGC 07-118] User Management for Earth OGC 07-118r9 1.1
Observation Services 28-04-2014
[OGC 10-157] Earth Observation Metadata OGC 10-157r3 1.0
profile of Observations & https://portal.opengeosp
Measurements atial.org/files/?artifact i
d=47040
[HMA- HMA-S Update to: OGC 10-157r4 1.1
S.GIM.D3000. Earth Observation Metadata 10-06-2014
1] profile of Observations &
Measurements
[OGC 07-038] OGC Cataloguing of ISO Metadata OGC 07-038r3 0.1.12,
(CIM) i Using the ebRIM profile of 14-12-2009

CS-w
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Acronym Title Reference Version / Date
[OGC 13- OGC 115 (ISO19115 Metadata) OGC 13-084r1 1.0.0, 11-10-2013
084r1] Extension Package
of CS-W ebRIM Profile
[OGC 13- 115 (1ISO 19115 Metadata) OGC 13-084r2 1.0
084r2] Extension Pacakge of CS-W 28-04-2014
ebRIM Profile (OGC
Implementation Standard)
[OGC 06-131] OGC Catalogue Services OGC 06-131r5 0.2.4
Standard 2.0 Extension Package
for ebRIM Application Profile:
Earth Observation Products
[OGC 10-189] Cataloguing Earth Observation OGC 10-189r2 1.0
Products for ebXML Registry 12-06-2012
Information Model 3.0 based
Catalogues
[OGC 06-141] Ordering Services Framework for OGC 06-141r2 0.9.4
Earth Observation Products 09-01-2012
Interface Standard
[OGC 10-135] OGC Sensor Planning Service OGC 10-135 2.0
Interface Standard 2.0 Earth 28-03-2011
Observation Satellite Tasking
Extension
[OGC 09-144] MIME Media Types for GML OGC 09-144r1 08-02-2010
[OGC 06-080] GML 3.1.1 Application Schema for OGC 06-080 0.9.3
EO Products 18-06-2007
[OGC 10-032] OGC OpenSearch GeoSpatial and OGC 10-032r2
Temporal Extensions
[HMA- HMA-SE Update to: OGC 10-032r8 1.0.0
S.TRD.D4000. | OGC OpenSearch GeoSpatial and 14-04-2014
1] Temporal Extensions
[OGC 07-045] OpenGIS Catalogue Services OGC 07-045 1.0
Specification 2.0.2 7 ISO Metadata 19-07-2007
Application Profile
[OGC 08-197] INSPIRE Conformance Class of OGC 08-197r4 11-10-2011
OGC Cataloguing of ISO Metadata
(CIM) using the ebRIM profile of
CS-W - CIM EP Protocol Binding
of INSPIRE Discovery Services
[HMA- HMA-S Output: OGC 13-026r4 1.0.0 DRAFT
S.TRD.4000.2] | OGC OpenSearch Extension for 26-06-2014
Earth Observation Product
[SR Part 0] searchRetrieve: Part 0. Overview, - Version 1.0,
http://docs.oasis-open.org/search- OASIS Standard,
ws/searchRetrieve/v1.0/os/part0- 30 January 2013
overview/searchRetrieve-v1.0-0s-
part0-overview.html
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Acronym Title Reference Version / Date

[SR Part 3] searchRetrieve: Part 3. - Version 1.0,
searchRetrieve Operation: APD OASIS Standard,
Binding for SRU 2.0, 30 January 2013
http://docs.oasis-open.org/search-
ws/searchRetrieve/v1.0/cs01/part3
-sru2.0/searchRetrieve-v1.0-cs01-
part3-sru2.0.html

[SR Part 4] searchRetrieve: Part 4. APD - Version 1.0,
Binding for OpenSearch, OASIS Standard,
http://docs.oasis-open.org/search- 30 January 2013
ws/searchRetrieve/vl.0/os/part4-
opensearch/searchRetrieve-v1.0-
os-part4-opensearch.html

[SR Part 5] searchRetrieve: Part 5. CQL: The - Version 1.0,
Contextual Query Language, OASIS Standard,
http://docs.oasis-open.org/search- 30 January 2013
ws/searchRetrieve/vl.0/os/part5-
cql/searchRetrieve-v1.0-os-parts-
cgl.html

[SR Part 7] searchRetrieve: Part 7. Explain, - Version 1.0,
http://docs.oasis-open.org/search- OASIS Standard,
ws/searchRetrieve/vl.0/searchRet 30 January 2013
rieve-v1.0-part7-explain.html

[CWIC] CWIC Client Partner Guide, CWIC-DOC-12-006r1 V1.0, CWIC
http://www.ceos.org/images/WGIS Technical
S/CWIC/CWIC-DOC-12- Document, 2012
006r1 CWIC Client_Partner_Guid
e.doc

[ngEO_EXICD] External ICD for ngEO Web ngEO-14-ICD-TPZ-076 1.4
Server

Document Specific Reference Documents

[ngEO_OCD] ngEO Preliminary System Concept GMES-GSEG-EOPG- 1.3
& Operational Scenario TN-10-0005 21-09-2010

[EO-SSO-ICD] EO-SSO Interface Control SIE-EOOP-UMSSO- 241
Document ICD-002 10-04-2013

Table 1-3: Reference Documents

The [MM-ADD] / [MM-ICD] are only reference documents in that some of the
outputs of the HMA-SE project may be recorded in them as part of CGI| 6 s-
PDGS specification maintenance activity.

MM
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1.8 Glossary of Terms
Terms are important in this context, because the reference documents contain
conflicting definitions.
The following table is taken from [RD02], with notes given in italics where the
definitions used conflict with the [GLOSSARY], or terms have been added to
reduce ambiguity with the [GLOSSARY]. The source documents are listed in
Appendix A.
I n particul ar, we not e t hat Afdat aset 0
document we use the HMA terminology.

Term Source Meaning

Access control

OGC 09-132r1

Ability to enforce a policy that identifies permissible actions on a
particular resource by a particular subject.

Application OGC 09-132r1 Use of capabilities, including hardware, software and data,
provided by an information system specifically to satisfy a set of
user requirements in a given application.

Application OGC 07-097 Integrated set of problems, terms, information and tasks of a

domain specific thematic domain that an application (e.g. an information
system or a set of information systems) has to cope with. Note:
One example of an application domain is Earth observation.

Application ISO 19101, Set of one or more base standards and i where applicable 1 the

profile ISO 19106 identification of chosen clauses, classes, subsets, options and
parameters of those base standards that are necessary for
accomplishing a particular function.

Architecture (of ISO/IEC Set of rules for defining the structure of a system and the

a system) 10746-2:1996 interrelationships between its parts.

Assertion [RD2] Statements about a principal that an asserting party claims to be
true. Not e: Equi valent to the
WS-Trust (2007).

Asset OGC 09-000 An available means of collecting information. Note: synonym of
sensor.

Atom [RD2] Name of an XML-based web content and metadata syndication
format and an application-level protocol for publishing and
editing web resources belonging to periodically updated
websites. All Atom feeds must be well-formed XML documents,
and are identified with the application/atom+xml media type.
www.atomenabled.org/developers/syndication

Authentication OASIS SOA- Concerns the identity of the participants in an exchange.

RA, 2008 Authentication refers to the means by which one participant can
be assured of the identity of other participants.

Authorisation OASIS SOA- Concerns the legitimacy of the interaction. Authorisation here

RA, 2008 refers to the means by which an owner of a resource may be
assured that the information and actions that are exchanged are
either explicitly or implicitly approved.

Browse Image [MM-SSS] A browse image contains a strip of continuous instrument

operation derived from a level 1B PDS product. It is used as a
visual representation of a product to help and support the
selectionof productsi e. g. as a subsampl ed
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Term

Source

Meaning

Browse
Product

[MM-SSS]

A browse product contains a strip of continuous instrument
operation derived from a level 1B PDS product. It is delivered as
a product to the user (e.g. an archive of per-band full resolution
browses for a given acquisition is a recognised product of the
Landsat TPM).

Claim

[RD2]

Declaration made by an entity (e.g. name, identity, key, group,
privilege, capability, etc.).

Collection

OGC 09-000

Act of gathering information.

Credential

[RD2]

Information used as proof of identity (e.g. a password).

(Earth
Observation)
Collection

[RD2]

Datasets sharing the same product specification.

A collection typically corresponds to the series of products
derived from data acquired by a sensor on board a satellite and
having the same mode of operation.

This is the same definition as used within the MM-PDGS, with
the synonym withinthe MM-SSSS] of

AProduct

Coverage

OGC 07-011

Feature that acts as a function to return values from its range for
any direct position within its spatio-temporal domain.

A feature that associates positions within a bounded space (its
spatio-temporal domain) to feature attribute values (its range).
GIS coverages (including the special case of Earth images) are
two- (and sometimes higher-) dimensional metaphors for
phenomena found on or near a
coverage can consist of a set of features or feature collections.
Earth images are seen as grid coverages that contain features
whose geometries are of type
(surfaces).

p

6

Dataset

0OGC10-140

Observations obtained by satellite instruments.

A different definition is used within the MM-PDGS Glossary, and
yetanot her definition for the
specific).

The OGC definition given here is preferred in this document.
fiData Setodo is not wused.

t

Dataset series

ISO 19113,I1SO
19114,1SO
19115

Collection of datasets sharing the same product specification. In
HMA, the term is used as a synonym for a collection of (Earth
observation) data. When applied to coverages (OGC 10-140), it
identifies a collection of Earth observation coverages.

Discovery

[RD2]

Act of locating a machine-processable description of a resource
that may have been previously unknown and that meets certain
functional, informational or qualitative criteria. It involves
matching a set of functional and other criteria to a set of
resource descriptions.

Derived from W3C:www.w3.0rg/TR/2004/NOTE-wsgloss-
20040211/#discovery

Earth
Observation
Coverage

OGC 10-140

Coverage conformant with the OGC WCS EO Application Profile
(OGC 10-140), i.e. among others, restricted to 2D rasters. A
rectified grid coverage or a referenceable grid coverage having
an EO metadata record and a WGS84 bounding box.

Feature

OGC 07-097
derived from
ISO 19101

Abstraction of a real-world phenomenon (ISO 19101) perceived
in the context of an application.
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Term

Source

Meaning

Interface

ISO 19119

Named set of operations that characterise the behaviour of an
entity. The aggregation of operations in an interface, and the
definition of interface, for the purpose of software reusability.
The specification of an interface includes a static portion that
contains the definition of the operations. The specification of an
interface includes a dynamic portion that contains any
restrictions on the order of invoking the operations.

Lineage record

OGC 10-140

Data structure documenting an operation that has been applied
to the coverage it is part of.

Layer OGC 07-063r1 Basic unit of geographic information that may be requested as a
map from a server.

Map OGC 07-063r1 Portrayal of geographic information as a digital image file
suitable for display on a computer screen.

Mission EN 13701:2001 Specific task, duty or function defined to be accomplished by a

system.

Observation

OGC 07-022

Act of observing a property or phenomenon, with the goal of
producing an estimate of the value of the property.

Observed Derived from Identifier or description of the phenomenon for which the

property OGCO07-022r1 observation result provides an estimate of its value.

Ontology Alexiev et al., Ontologies are conceptual models that define concepts and their

2005 relations, together with constraints on those objects and
relations. An ontology represents shared knowledge, i.e. it
represents a common understanding (consensus) of the
universe of discourse between the parties involved.

Operation ISO 19119 Specification of a transformation or query that an object may be
called to execute. An operation has a name and a list of
parameters.

Policy Derived from Representation of a constraint or condition on the use,

OASIS SOA- deployment or description of a resource.

RM (2006)

Portrayal ISO 19117 Presentation of information to humans.

Security Token [RD2] Represents a collection (one or more) of claims.

Sensor

OGC 09-132r1

Entity that provides information about an observed property at its
output. A sensor uses a combination of physical, chemical or
biological means in order to estimate the underlying observed
property. At the end of the measuring chain electronic devices
produce signals to be processed.

Sensor system

OGC 09-132r1

System whose components are sensors. A sensor system as a
whole may itself be referred to as a sensor with its own
management and sensor output interface. In addition, the
components of a sensor system are individually addressable.

Stitched OGC 10-140 Stitched mosaic (OGC10-140)

mosaic Two-dimensional horizontal Earth observation. It is composed of
one or more (non-overlapping) subsets of co-referenced
datasets.

System ISO/IEC10746- Something of interest as a whole or as comprising parts.

2:1996

Therefore a system may be referred to as an entity. A
component of a system may itself be a system, in which case it
may be called a subsystem.
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Term

Source Meaning

Task

OGC 09-000 (Conceptual) Resource that represents an assignment in a
sensor planning service. It includes the (possibly empty) set of

tasking parameters.

Within the HMA-SE project, this definition is preferred to that
within [GLOSSARY] (which is referring to a SOW task).

Tasking

OGC 09-000 Parameterising an asset; can be done by sending one or more

tasking requests.

Table 1-4: Terms

The following list of acronyms is in addition to that in [ACRONYMS].

Acronym Meaning

AP Application Profile

APD Abstract Protocol Definition

AWG Architecture Working Group

CDS Coordinated Data (Access) System

CDS-GCL CDS Graphical Client

CEOS Committee on Earth Observation Satellites
CGMS Coordination Group for Meteorological Satellites
CIM EP Cataloguing of ISO Metadata i ebRIM Profile
CQL Contextual Query Language

CS-w Catalogue Service - Web

CTL Compliance Test Language

CwiC CEOS WGISS Integrated Catalogue

DAIL Data Access Integration Layer

DC Dublin Core (Metadata Terms)

DLR Deutsches Zentrum fur Luft- und Raumfahrt
DREAM Decision Support and Real Time Earth Observation Management (System)
ebRIM ebXML Registry Information Model

ebXML Electronic Business (e-business) using XML
ECSS European Cooperation for Space Standardisation
EO Earth Observation

EOP Earth Observation Programmes

EO-SSO Earth Observation Single Sign On

EUMETSAT European Organisation for the Exploitation of Meteorological Satellites
FedEO Federated Earth Observation (Programme)

GEO Group on Earth Observation

GEOSS GEO System of Systems

GCMD (NASA) Global Change Master Directory

GMES Global Monitoring for Environment and Security (now renamed Copernicus)
GML Geographical Markup Language

GSCB Ground Segment Coordination Body
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Acronym Meaning

GSCDA GMES Coordinated Data Access (System)

HMA Heterogeneous Missions Accessibility

HMA-S HMA for Science

HMA-SE HMA for Science Evolution

HTTP Hypertext Transfer Protocol

INSPIRE Infrastructure for Spatial Information in the European Community
ISO International Organisation for Standardisation

MIME Multipurpose Internet Mail Extensions

ngEO Next Generation Earth Observation

OASIS Organisation for the Advancement of Structured Information Standards
oGC Open Geospatial Consortium

PDGS Payload Data Ground Segment

REST Representational State Transfer

RPC Remote Procedure Call

SOA Service Orientated Architecture

SOwW Statement of Work

SRU Search/Retrieve URL Service

SSE Service Support Environment

TEAM Test, Evaluation and Measurement

URI Uniform Resource ldentifier

URL Uniform Resource Locator

VITO Flemish Institute for Technological Research NV
w3C World Wide Web Consortium

WCS Web Coverage Service

WGISS Working Group on Information Systems and Services
WGS World Geodetic System

WMS Web Map Service

Table 1-5: Acronyms
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2.1

Background

HMA Context

The state of play of the standardisation of the ground segment interfaces for
Earth Observation (EO) missions is described in [RD01]. Figure 2-1, taken from
[RDO1] highlights the existing space standards, mainly from the European
Cooperation for Space Standardisation (ECSS), covering the overall earth
observation process, and the interfaces where the harmonisation work within
the Heterogeneous Missions Accessibility (HMA) projects is focused.

ESA Approved Standards ’,3
+ Space nagement N

Satellite

TC Uplink/ FARSEE MR Yatel=/[SY A\ (-
HK TM Downlink P/L TM Downlink

Other ECSS
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Mission Control /
. P
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Flight Dynamics
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Figure 2-1: Earth Observation Ground Segment Components

The objective of HMA is to establish harmonised access to heterogeneous

Earth Observati on mi ssi ons?©® dat a from

including national missions and ESA Sentinel missions. In practice, the goal of
HMA is to standardise the ground segment interfaces of the satellite missions
for easier access to EO data. The HMA Architecture Working Group (AWG)
has been coordinating the ground segment interface harmonisation activities
initiated by the Ground Segment Coordination Body (GSCB). These activities,
which were performed under ESA contracts such as HMA Interoperability
(HMA-I), HMA-T and most recently HMA-Follow On (HMA-FO) have produced
interface specifications standardised through the Open Geospatial Consortium

(OGC). The socal l ed AHMA Cookbooko [aRIN® 2]

domains which have been subject to standardisation.

The ground segment interfaces covered by HMA-related projects and in
various stages of standardisation at the OGC include:

9 Dataset (i.e. Product) metadata: OGC 06-080 and OGC 10-157,
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9 Catalogue access (datasets): OGC 06-131, OGC 10-189,
Catalogue access (dataset series and services) OGC 07-038, OGC 08-197,
Feasibility Analysis: OGC 10-135,

Ordering: OGC 06-141,

= == =a =1

On-line data access: including EO WMS and EO WCS OGC 10-140 and
related specifications OGC 09-110 (WCS 2.0 Core), OGC 09-147 (KVP
binding), OGC 09-148 (XML/Post binding), OGC 09-149 (XML/SOAP
binding), OGC 11-053 (CRS Extension), etc.

9 Identity management: OGC 07-118.
REST

Representational State Transfer (REST) is an architectural style typically used
for distributed systems such as the World Wide Web. A REST-style
architecture conventionally consists of clients that initiate requests to servers,
with the servers processing the requests and returning an appropriate
response. The requests and responses are built around the transfer of
representations of resources i where a resource can be any meaningful
concept. The representation of a resource is typically a document that captures
the current or intended state of that resource. State is managed by the client,
and the server does not store a client context.

REST attempts to describe architectures that use HTTP by constraining the
interface to a set of well-known, standard operations (like GET, POST, PUT,
and DELETE). The focus is on interacting with stateless resources, rather than
messages or operations, and making use of the HTTP operations in the
manner intended by the specification. For example, GET is used to retrieve
data, and PUT to request that the enclosed entity is stored under the supplied
URI.

Arbitrary web services (REST-less) usually exploit the HTTP protocol only as a
mean of transport, and do not honour the intended meaning the HTTP
operations (e.g. GET queries may be used to put new or post updates of an
existing items, and POST requests may be used to get an item). Such arbitrary
web services are often based on RPC (Remote Procedure Call) principles in
which various actions are invoked on the server side by clients through a single
entry point. An example of an RPC protocol is the SOAP HTTP binding.

In recent Service Oriented Architectures (SOA) and system of system
architectures, a REST-less (e.g. SOAP) and REST-full Web services platform
typically coexist. While the previous HMA specifications have adopted a
REST-less (mainly SOAP-based) platform, the EO-SSO and recent ngeO
system architecture are based on REST-full protocols.

There are currently no lightweight HMA standards based on REST. This is a
standardi sati on -8moeptwiltty badrtlyfilh e HMA

© 2014 CGI IT UK Limited.
This document shall only be reproduced for the agreed purpose for which it has been supplied.

ESA UNCLASSIFIED - For Official Use



maccfEh CGI ‘.s;l
— Page: 24 of 110

HMASE OCD
Ref: PDGS-HMASE-CGI-TN-13-0309

Rev: Or Date: 22/10/2014

2.3 HMA-S
The HMA for Science (HMA-S) project is the continuation of the
standardisation activities from HMA-T and HMA-FO. An important objective is
to provide a lightweight version of some of the HMA protocols which are easier
to implement and which will be a better fit for the scientific community than the
existing SOAP-based institutional protocols. The intention is to create REST-
based standards for each of the following interfaces:
Service HMA SOAP Specification Proposed REST Specification
Dataset Series and | HMA Dataset Series and HMA-S Task 4 fSear
Service Discovery Services Discovery (OGC 07- Extension
038)
Dataset Discovery HMA Dataset Discovery (OGC HMA-S Task 4 fSear
06-131, OGC 10-189) Extension
Ordering HMA Ordering service (OGC HMA-S Task 4 ADown
06-141) Extension
- GetOptions Limited to download access for
- Submit etc. products available online.
Feasibility Analysis HMA Feasibility Analysis (OGC HMA-S Task 7 OpenSearch
10-135) interface for Feasibility Analysis i
OpenSearch Extensions
Identity Management HMA Identity Management UM-SSO (Authentication)
(OGC 07-118) HMA-S Task 2
Processing N/A HMA-S Task 6
Table 2-1: HMA SOAP and corresponding REST specifications
Table 2-1 shows the simplified relationship between the different specifications
and the platform they are based upon. For five services, a lightweight
alternative (shown in column 3) is being proposed by HMA-S for the existing
HMA specification (shown in column 2).
In addition, the OGC Compliance Test Language (CTL) OGC 06-126r2 and its
implementation in the Test, Evaluation And Measurement (TEAM) engine may
need to be extended to cover new features required to test conformance with
the new HMA-S implementation specifications.
2.4 FedEO

The Federated Earth Observation initiative provides a service provider facing
implementation of the harmonization work carried out by the HMA programme.
It provides a platform which brings together examples of services which
implement the HMA standards. Further information on FedEO can be found at
http://www.opengeospatial.org/projects/initiatives/fedeo. In the context of this
project, the FedEO Gateway provides a brokering and conversion function,
allowing clients to connect using HMA-S protocols to services exposed using
various other protocols.
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2.5 SSE

The Service Support Environment provides a user facing platform which
exposes EO web services via specific clients (e.g. web pages that run within a
standard browser). In the context of this project the SSE provides a host for
clients which support the HMA-S protocols, and which connect to the FedEO
Gateway instance.
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High Level Operational Concepts

Service Objectives

The service/s identified in this Operational Concept are intended to help
scientific users access scientific data from a variety of service providers using:

o HMA supported standards;
o Opensearch, as developed within the HMA-S project;
o Other standards supported by the existing FedEO Gateway.

Further concepts are identified to leverage infrastructure from other related
projects (e.g. DREAM), and to provide additional support functionality within a
testbed in order to help developers refine their HMA-compliant services in
order to support the standardisation objectives of the HMA programme,

In order to do this the new functionality identified as part of this operational
concept document is to be integrated into the HMA-SE Platform:

1 An Opensearch broker will be integrated into the gateway, providing a single
harmonised entry point for clients such as the GEO Portal and eoPortal to
access catalogue and download services provided by European missions;

1 Updated feasibility analysis services created as part of the DREAM project
will be integrated into the gateway;

9 Additional tooling support, based on the integration of parts of the HMA-S
Testbed, will be provided in order to support the development of clients and
services which support the standards defined within the framework of the
HMA AWG.

9 Clients for the HMA-S protocols will be integrated into the existing SSE
Portal (based on the DAIL-SSE Infrastructure).

These are described briefly in terms of functions! below, and are then
elaborated on with additional detail in subsequent sections.

Scientific Data Access
The concept is to provide a single entry point to metadata, and then provide,

where possible, access to EO Products. We can consider this in terms of
catalogue access, online access to download products, and online ordering

where product downl oad is not supported

Figure 3-1 shows the collaborative catalogue access case. The FedEO
Gateway provides a two-step brokering service between a catalogue client and
the various Mission infrastructure. Step One involves identifying the

appropriate coll ect i onStep dwo identifieation ef ¢he 6 s

1 Following a similar approach to that of the [MM-EES].
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appropriate product within that collection. The Gateway supports conversion
between various catalogue standards (Opensearch, OGC 06-131, ISO AP) in
order to reduce the complexity of the integration between the client and the
Mission infrastructure. It further supports interaction with additional brokers
(e.g. the EO DAIL) in order to access a wider range of catalogue information.

Operational Scenario Collaborative Catalogue Search /

Data Providers

% url ¢Subsystlem F Fu. .
:FedEO Gateway
:End User

seq Collection Search/

1 1
1.0 Perform Collection Search

1.1 Request to Gatewa
g J Collection Search is nominally against an

internal collection catalogue held within

1.2 Response from Gatewar the FedEO Gateway.

1.3 Collection Search Results

seq Product Search on Collection/ |

2.(? Perform Catalogue Q;uery against specified Coliection
|
2.1 Request to Gatewa){

1
2.2 Catalogue Request to Catalogue Provider 1 :Results
|
|

2.3 Catalogue R’;equest to Provider 2 :Re;sults

i g

2.4 Response from Gatewa!
4—Lr Relevant provider depends on Collection
choice

2.5 Catalogue Result:

Single point of entry to a collaboration of catalogues, from a range of providers, brokered by the
FedEO Gateway system.
Two stage process - identify appropriate dataset matching user criteria, search within dataset.

Figure 3-1: Collaborative Catalogue Search

The standards supported, and the supported conversions between such
standards, are identified in Section 4. Further detail on the conversions is
available in [TN_SSI].

Following a catalogue search two options are available. In the first case, as
identified in Figure 3-2, the user receives an online download link for the
products of interest as part of the catalogue results. In the second case,
included in Figure 3-3, the user has to interact with an ordering service.
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The main features of the online data access case in Figure 3-2 are that:

1
1

The user interacts directly withthepr ovi der 6 s syst ems.
The concept does not assume that federated user management is in place i
the user authenticates against the

Authorisation of user access is entirely handled by the provider.

The focus is on simple, cheap online access to existing products (e.g.
during the LTDP phase of a mission). The aim is to provide data online at
limited cost, such that implementation of a WCS for selection and retrieval
of small subsets of data is unnecessary.

The gateway is not involved, following the provision of the results of the
catalogue search to the client.

Operational Scenario Collaborative Online Data Access /

X

:End User

1.1 Catalogue Results
including online!
| download links

<l

Data Provider
uln cctSiu.b.s.y stfe me
:FedEO Gateway

Online access download links in response, user
authentication/authorisation on access to products
managed by provider.

S

[ [
1
1.2 Direct access by end user to product

' ' | | | j

| 1.0 Catalogue Results
<<l
1.3 Checkuser registerefl/authenticated/authorised

d
| o
i

opt

Request user details

1.4 Request user information

|
1.5 User information

-l

|
1.6 Request Ok
[l

1.7 Product

Figure 3-2: Collaborative Online Data Access

The ordering case is more complicated, because the HMA Ordering protocol is
designed for system to system use. The user constructs their HMA Ordering
request using the client (e.g. a portlet integrated in the eoPortal, or the example
portal provided with the FedEO Gateway) and submits their request via the
gateway. The Gateway includes a Security Token Service which supports the
delegateTo operation.
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The provider can either:

1 Let the Gateway Security Token Service issue a security token for the
clientés request, and accept t he
authorisation decisions (the approach taken within the GMES CDS, where
the DAIL STS issues the token).

T Require that the FedEO Gateway del
own security token service, following the procedure outlined in [OGC 07-
118].

The HMA Ordering response is provided back through the gateway to the
client, and the client is responsible for converting the response for display to
the user. The gateway does not perform any conversion.

Operational Scenario Collaborative Ordering /

Data Provider

This differs from the Online Data Access case
because the interaction is a business to business|
case making use of the HMA Ordering protocol,
and the associated HMA User Management
Security Token Services.The Client authenticates
with the Gateway, and optionally, with the
Provider's security token service.

% ngtSiubrs g stfeme Fu
:FedEO Gateway
:End User
| I
| | 1 | |
| | 1.0 Catalogue Results | |
|
! AN
|

1.1 Catalogue Results

1.2 Ordering Interaction

| 1.3 Ordering Interaction, including
| authentication interactions |
| ) |
|
|
1

: opt Use of Provider's User Management Function/

This diagram is heavily simplified. optional
HMASE-OSS-SDA-006 contains
the full message flow. [:|<

1.5 Security Token

T
|
1.6 Ordering Interaction, including STS token
T

1.7 Ordering 'Results

|

|

1

|

T T |
1.4 Security Toan Request or Delegate :
|

|

|

|

|

o

1.8 Ordering Results|
—————

|
|
|
|
1.9 Ordering Results :
|
|
1

I
I
I
I
I
I
I
I
I
I
I
I

O
I

Figure 3-3: Collaborative Ordering
3.3 Feasibility Analysis
In the feasibility analysis case, the concept is that access to external feasibility

analysis services will be made available through a client integrated into the
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SSE Portal and broker component integrated into the FedEO Gateway, as
shown in Figure 3-4. The broker component may run simulations of missions in
order to avoid unnecessary access through to the data provider.

Operational Scenario External Feasibility Analysis /

Data Provider

- Il

% ¢cSubsystemd ¢cSubsystfeme
:SSE Portal :FedEO Gateway

:End User
| |

1
:1.0 Feasibility Analysis RequestI
>_..

|

|

|

I The Portal integrates an OpenSearch Feasibili
I Analysis client.

y

1.1 Request to Gatewa

opt if simulation not av ailable

|
|
i
1.2 Feasibility Analysis Interactions:

1.3 Feasibility Analysis Interaction

1.4 Response from Gateway

T
|
[ |
< 1.5 Response : :
T | |
| | | |

Figure 3-4: Feasibility Analysis Support

3.4 Prototyping Platform

In order to support prototyping activities, the concept is that an instance of the
SSE Portal/[FedEO Gateway is provided to developers, allowing:

M Devel operés <clients to be tested agains
Gateway.
1 Devel operds services to be integrated wi

clients included in the Portal.

This means that a developer is able to test their implementation without having
to develop their own tooling. This is shown in Figure 3-5 below.
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Operational Scenario Prototyping Platform /

Development Environment
% ¢External Syl ¢Subsyst|e ¢cExternal S
Client :Client :FedEO Gateway Service :External
Service Developer :Client Repository

Developer I | I
| | | |
| | |
! 1.0 Request P 1.1 Request using FedEO |

supported protocol | 1.2 Request using FedEO
supported protocol |

1.3 Response
1.5 Response ¢ 1.4 Response

=hy |
| |

gateway and the service.

The protocol between the client and the gateway may be different from that between the

In the case where the developer is testing their service implementation the example clients that
form part of the FedEO Portal may be used instead of their own.

st

© 2014 CGI IT UK Limited.
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4 Operational Concept:
Scientific Data Access / FedEO Gateway

4.1 Overview

The concept for scientific data access is that a science user will be able to use
HMA, Opensearch and CWIC standards in order to access metadata from a
number of science data providers, with the FedEO Gateway acting as a broker.
Further, where supported by the data provider, the FedEO Gateway will allow a
user to access data online i e.g. by downloading.

The FedEO Gateway, based on the DAIL-SSE Infrastructure, will act as a
broker between the science user and the science data providers, as shown in
Figure 4-1.

GEOPortal /
EO Portal

HMA Catalogue &
Ordering Interface

Opensearch
Interface
(RESTHUI

Interface)

User Authentication

HMA Catalogue (SOAP)

HMA Catalogue (SOAP)

Bespoke
Catalogue APl

HMA Gatalogue
HMA Ordering (Optional)
(S0AP)

PDGSInstances Archive ” Service Provider

Figure 4-1: Context Diagram

The FedEO Gateway exposes three types of service category, across multiple
protocols:

9 Collection Discovery;
9 Product Discovery;

9 Ordering and Download.
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The operational concept is that it should be able to perform a limited amount of
conversion between different protocols, or implementations of those protocols,
within the same service category as identified in the following tables.

4.1.1

Collection Discovery

Collection Discovery allows a client to discover information about the
collections made available through the gateway.

Collection Discovery does not require authentication.

Client Requested Collection Discovery Protocol

CIM EP Opensearch
(OGC 07-038) ISO AP (atom)
Consolidated | Internal collection | Extension i 1ISO AP | Extension )
Internal data held within | bridge to CIM EP | Opensearch bridge
Catalogue FedEO Gateway | catalogue. to CIM EP
and made catalogue.
available via CIM
EP Protocol.
ISO AP Conversion not | Access to RSS | Extension )
— supported. geonetwork Opensearch bridge
S instance; to 1ISO AP
g information on
& GSCDA geonetwork
> instance via import
o to RSS instance.
o
(@]
.‘Dﬁ Opensearch | Conversion not | Conversion not | Extension i the
p supported. supported. approach taken by
o service providers to
S expose their
3 collection metadata
o varies by service
@ provider.
=
>
DE_ CwiIC Conversion not | CWIC and ISO AP | Extension.
° supported. almost, if not | Dependent on
E completely, protocol used by the
5 identical. GCMD catalogue.
N
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Product Discovery allows a client to discover individual products, and the
metadata associated with those individual products, within a known collection.

Product Discovery does not require authentication.

Client Requested Product Discovery Protocol

HMA Opensearch Opensearch ISO AP
Catalogue (Atom (RDF
(OGC 06-131) container) Container)
HMA Supported, Conversion from | Extension Conversion
Catalogue | FedEO HMA Catalogue not
(OGC 06- Gateway acts | to Opensearch supported.
131) as broker to | supported;
VITO, DLR, | results provided This
EUMETSAT, as ATOM feed conversion
CDS DAIL, | with O&M would merge
ESA DAIL. metadata objects OGC 06-131
as foreign metadata
markup or results  with
referred to using CIM EP
atom:link. catalogue
_ metadata to
8 be returned
8 as ISO
09_ Metadata.
= This is the
3] same
e interface  as
@ against CIM
@] EP below.
g
S Opensearch | Conversion GPOD and | Extension Conversion
09_ not supported. | Virtual Archive not
o supported as supported.
g input
5 Opensearch
n service
providers.
DisasterCharter
supported and
needs tested.
ISO AP Conversion Conversion not | Conversion | Extension.
not supported. | supported. not
supported.
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CwiC Conversion Conversion for | Extension ISO AP and
not supported. | CWIC Cwic
GetRecords and (Granules
GetRecordByld Catalogue)
operations only. protocols
almost, if not
Results provided completely,
as atom feed identical.
with 1ISO or DC
metadata objects
as foreign
markup, or
referred to using
atom:link.
CIM EP Conversion Conversion not | Conversion Conversion
not supported. | supported. not not
supported. supported.
This
conversion
would merge
OGC 06-131
metadata
results  with
CIM EP
catalogue
metadata to
be returned
as ISO
Metadata.
This is the
same
interface  as
against OGC
06-131
above.
Bespoke Conversion Conversion  to | Conversion Conversion
(ASF) not supported. | atom container not not
supported. supported.

Table 4-2: Product Discovery

The client interface for Opensearch, in particular, is constrained by the
metadata made available by the service provider, and the queryables
supported by the service provider against their collection. The Opensearch
interface is supplemented by an IF-SRU-EXPLAIN interface which can be used
to identify which collections are available. The interface is further described in

[TN_CLIENT].
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4.1.3

4.2

User Management, Product Ordering and Download

Product Ordering and Download follows from Product Discovery, and allows
the client to access the actual Product data. This will require the end user to
authenticate and be authorised to access the dataset by the service provider.
This table therefore shows the supported User Management mechanisms
exposed to the client.

Client User

Management Client Ordering Protocol

ESA EO-SSO HMA Ordering Direct Download Link

FedEO ESA EO-SSO
Gateway | signatures
Security | supported with
Token Request  for
Service Security
Token  from
client.
— HMA Supported by DLR,
c . . .
2 Ordering requires security
= token to be issued
& and user to be
registered in DLR
© STS.
IS
a Supported by
= Eumetsat, no O07-
g 118r8 support.
3
& Direct Supported by Virtual
Download Archive; requires user
o O Link to have EO-SSO user
25 identifier at point of
T o download.
na

Table 4-3: User Management, Product Ordering and Download
Note that Eumetsat, DLR etc. are examples of this use case.
GEO Portal / EO Portal Interaction

The science user interaction with the FedEO Gateway is via a client. This
section summarises the high level mechanisms by which a science user
accesses the brokered services i example service providers are included for
each mechanism. The following section then describes the specific services
made available via this operational concept.

Figure 4-2 identifies three different types of interaction between an anonymous
user and the FedEO gateway i each of which uses a different client and
protocol.
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1

Anonymous User

In the first case, a user of the GEO Portal uses the GEO Portal client to
send HMA Catalogue queries to DLR via the FedEO Gateway.

In the second case, a user of the EO Portal users the EO Portal client to
send Opensearch queries to the FedEO Gateway. The FedEO Gateway
converts the Opensearch queries to HMA Catalogue format in order to
query the DLR collection, and then converts the responses to Opensearch
in order to respond to the EO Portal client. The FedEO Gateway maps the
common Opensearch query parameters used in the EO Portal->FedEO
interface to those supported by the Virtual Archive, and uses those to query
the relevant dataset on the Virtual Archive.

In the third case, a user of the SSE Portal client queries the CIM EP
collection catalogue located on the FedEO Gateway.

Opensearch
(RESTTuUl)

e.g. EO Portal

Figure 4-2: Client Interactions, Product and Collection Discovery

Figure 4-3 looks at client interactions supported for HMA Ordering. A user
authenticates with a client using the ESA SSO service, and the client requests
a security token from the FedEO Security Token Service. This token is used to
identify the user to the FedEO Gateway, and the attributes within the token are
provided to the service provider along with the HMA Ordering request.

Although not shown, following the ordering request the client is likely to
download the product (e.g. over FTP).
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